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CC: Bank Solutions CEO; Executive Management
	According to the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, a system security plan (SSP) is a means to “provide an overview of the security requirements of the system and describe the controls in place or planned for meeting those requirements” (Swanson, Hash, & Bowen, 2006). The SSP is broken out into many sections, some of which include:
· System Categorization. Based on the security impact to the confidentiality, integrity, and availability (CIA) of the system and its information, a high-water mark is designated based on a low, moderate or high based on the highest potential impact level determined by the system owner (Stine, Kissel, Barker, Fahlsing, & Gulick, 2008).
· Authorizing Official. This individual with authority to accredit the system and accepts any residual risk not mitigated via security controls
· System Environment. This is a brief description of the technical system and includes the network architecture.
· System Interconnection. This section depicts the connects of two or more systems for sharing information. 
· Security Control Selection. Based on NIST SP -800-53, security controls are selected based on the system categorization (security control baseline) of low, moderate or high (Swanson, Hash, & Bowen, 2006). These controls are cover 17 security-related areas (families) that address the management, operational and technical controls for protecting information and systems (NIST, 2006).
	With concurrence from Executive Management, the closest fit for Bank Solution’s system categorization is moderate (the highest watermark from the CIA triad). The Mr. Douglas, as the CIO, is responsible for approving and accrediting all IT systems under Banks Solution’s purview. Within the context of the 17 control families, there are management, operational and technical controls. The management and operational controls can be centrally managed and are considered “common security controls” and are standard across the enterprise as identified and accepted by executive management. The objective here is to minimize costs while providing central management of the control status (Blank & Gallagher, 2013). For efficiency, common controls can be documented once, then inherited by the respective Data Center Managers, IT Managers and Operations Managers. Additionally, each respective manager is responsible for implementing system-specific controls for the item processing facility under their control. Partitioning controls in this manner will yield a more consistent application of controls across Bank Solution’s environment, streamline the certification and accreditation process (by the CIO), and reduce security program costs.
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